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CyherAware

Awareness Through Information Sharing

Incidents/Articles of Note:

Someone Is Using SonicWall's Email Security Tool To Hack Customers

REvil Seeks To extort A

le And Hits Suj

lier With $50 Million Ransom

Hackers Exploit Unpatched Vulnerabilities. Zero Day To attack Governments And

Contractors

WhatsApp Pink Is malware Spreading Through Group Chats
Facebook Messenger Users Targeted By a Large-Scale Scam

The AWS Bomb Plot: How Has It Impacted Data Centre Security?
Fake Microsoft Store, Spotify Distribute Malware To Steal User Data
Microsoft Fixes Windows 10 Bug That Can Corrupt NTFS Drives
Hackers Flood The Web With 100,000 Pages Offering Malicious PDFs
Vendors Are Getting Better At Spotting Malicious Execution Techniques

Resource - DHS - CISA

CISA Launches New Threat
Detection Dashboard

Aviary is a new dashboard that works
with CISA's Sparrow threat detection
tool. The US Department of Homeland

Security's Cybersecurity and
Infrastructure Security Agency (CISA) is

launching another security tool to help

anizations mitigate threats like those

posed by the recent SolarWinds supply

chain attack discovered in December

'w Resource

urce/Training - ISACA

New Certification Program
Trains Cyber Pros In Cloud,
loT And Other Emerging
Tech

Cybersecurity and IT governance
professionals who are knowledgeable

in their core field, but perhaps unsure

how best to apply their skills to Al,

blockchain, cloud and loT now have a

new certification course that can teach
them the fundamentals of these

emerging tech spaces

View Resource

Secure AWS Fargate
Serverless Containers At
Scale

choice for

S Fargate is a pc

running serverless containers, but

runtime security is still a major

challe

Without a SS

underlying host, visibility to threats is
limited, leaving organizations blind to
security risks. Detection and response

often come a lot of overhead or

inaccuracies, leaving teams frustrated

with the coverage.

Online Training

2021

When: April 2

Time: 1:00pm to 2:00pm EST

Cyber Threat Landscape

Nation-states and cyber-criminals
continue to target our companies.
people, and interests. Over the past
year, as the COVID-19 pandemic
pushed us to change how we live and

work, our adversaries have evolved to

better target us both directly and

through the supply cha

s we rely on

This is an open-source product. Redistribution is encouraged.

View Virginia Fusion
Center Homepage

Click Here

Observe Suspicious
Activity?

Report Online

Not a VFC Shield Member?

"Awareness Through Information Sharing"

This product is the result of collaboration and cooperation with the following Shield partners.
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Need Help with this Email? Useful Links

View in a browser

« VEC Fusion Site

VEC Shield

« Shield Homepage

"Awareness Through

Information Sharing” + AlLbroducts

* Report SAR

« Email Coordinator

The opinions or conclusions of the authors reflected in the open source articles does not necessarily
reflect the opinion of the Virginia Fusion Center. The sources have been selected to provide you
with event information to hi;

t available resources designed to improve public safety and reduce
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